GO!NotifyLink ActiveSync
Solution for 1I0S Devices

User Guide

GO!NotifyLink ActiveSync Solution for iOS Devices: iPhone, iPod touch, iPad, iPad mini

What 6s in this document
This document:

Lists software requirements

Gives an overview of iPhone, iPod touch, iPad, and iPad mini functionality using the GO!NotifyLink
ActiveSync solution

Provides instructions for creating the required Microsoft Exchange® mail account on the device

Provides some information for getting started using your iOS device with GO!NotifyLink

Unless otherwise noted, the phrasefii OS d wsedithcoegbout this document will refer to the
iPhone, iPod touch, iPad, iPad mini, and iPad Air devices inclusively.
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Requirements

Server / Device

|l

Verify with your IT Administrator, that you have been added to the server with an ActiveSync license
key.
Use iTunes on your Mac or PC to update iOS software. Upgrade Instructions
The following devices and operating system versions are supported with GO!NotifyLink 4.7 Patch 3 or
greater:
iPad Air 2 0S8.17 8.1.3,8.2.0,8.3.0,8.4.0-84.1,9.0-9.0.2,9.1
iPad Air 0S7.1-7.1.2,8.0,80.2,81-81.3,8.20,83.0,84.0-84.1,9.0-
9.0.2,9.1
iPad mini 3 0S8.17 8.1.3,8.2.0,8.3.0,8.4.0-84.1,9.0-9.0.2,9.1
iPad mini 0S6.0.1,6.1,6.1.2,6.1.3,7.0-7.0.6,7.1-7.1.2,8.0,8.0.2,8.1 -
8.1.3,8.2.0,8.3.0,8.4.0-8.4.1,9.0-9.0.2,9.1
iPad 4 0S6.0,6.0.1,6.1,6.1.2,6.1.3,7.0-7.0.6, 7.1 - 7.1.2,8.0,8.0.2, 8.1 -
8.1.3,8.2.0,8.3.0,8.4.0-8.4.1,9.0-9.0.2,9.1
iPad 3 0S6.0,6.1,6.1.2,6.1.3,7.0-7.0.6,7.1-7.1.2,8.0,8.0.2,8.1-8.1.3,
8.2.0,8.3.0,8.4.0-84.1,9.0-9.0.2,9.1
iPad 2

0Ss6.0,6.1,6.1.2,6.1.3,70-7.0.6,7.1-7.1.2,8.0,8.0.2,8.1-8.1.3,
8.2.0,8.3.0,8.4.0-8.4.1,9.0-9.0.2,9.1

iPhone 6s and 6s Plus

0S9.0-9.0.2,9.1

iPhone 6 and 6 Plus

0s8.0,8.0.2,8.1-8.1.3,8.2.0,83.0,84.0-8.4.1,9.0-9.0.2,9.1

iPhone 5s and 5c¢

0s7.0-706,71-7.1.2,8.0,8.0.2,8.1-8.1.3,8.2.0,8.3.0,8.4.0 -
8.4.1,9.0-9.0.2,9.1

iPhone 5 0S6.0,6.1,6.1.2,6.1.3,7.0-7.0.6,7.1-7.1.2,8.0,8.0.2,8.1 - 8.1.3,
8.2.0,8.3.0,8.4.0-8.4.1,9.0-9.0.2,9.1

iPhone 4S 0s6.0,6.1,6.1.1,6.1.2,6.1.3,7.0-7.06, 7.1 - 7.1.2, 8.0, 8.0.2, 8.1 -
8.1.3,8.2.0,8.3.0,8.4.0-8.4.1,9.0-9.0.2, 9.1

iPhone 4 0S6.0,6.1,6.1.2,6.1.3,7.0-7.06,7.1-7.1.2

iPhone 3GS

0S6.0,6.1,6.1.2,6.1.3

iPod Touch 5th Gen

0s6.0,6.1,6.1.2,6.1.3,70-7.06,7.1-7.1.2,8.0,8.0.2,8.1-8.1.3,
8.2.0,8.3.0,84.0-84.1,9.0-9.0.2,9.1

iPod Touch 4th Gen

0S6.0,6.1,6.1.2,6.1.3
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1I0S Device Functionality
Overview

GOI!NotifyLink Enterprise Server allows iPhone, iPod touch, iPad, and iPad mini to synchronize email,
calendar, contacts, and tasks using the native software contained on the device. There is no application
software to install.

This section overviews GO!NotifyLink functionality based on the parameters of the native iOS software.

Email

il

f
f
f

Uses the native iOS device app to send, receive, reply to and forward emails
Folder Mirroring allows email folders from your mail account to be synchronized to the device
Email Filters, set on the GO!NotifyLink server, filter mail sent to the device

Attachment viewing is suppo s.tBEmdiswith attachpmedtecaribee 6s nat i
forwarded. Wi t h t he exception of QamerdaRollatbunfandcentact{vof) t he de\
files in the Contacts application attaching a file residing on the device to an email is not currently

supported. You cannot save a document file attachment on the device.

PIM (Calendar, Contacts and Tasks)

1 Interfaces to the native iOS Calendar, Contacts, and Reminders(Tasks) applications
1 Synchronize calendar events in a configurable Look-Back/Look-Ahead range
1 Choose Address Books (on groupware servers that support this)
1 Remote Lookup (Global Address List) retrieves contact information from an LDAP directory using the
iOS Contacts application
Receive and respond to meeting invitations
Create and send meeting invitations from the device
Task synchronization is supported on iOS 5 or greater devices synchronizing with GO!NotifyLink
Enterprise Server v4.8.0 or greater.
Push Types
1 Direct Push (Push) and Scheduled Push (Fetch) options
Security

1 SSL encryption protocol for data-in-motion between the device and GO!NotifyLink server
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Ability to remotely clear devices that have been lost or stolen
Require password access on the device (Enabled via the GO!NotifyLink Admin Web)
Inactivity Timeout (Enabled via the GO!NotifyLink Admin Web)

Minimum password length requires passwords to be at least 8 characters.

=A =4 =2 -4 =4

Maximum number of failed password unlock attempts resets device settings to their defaults and
removes all information and media stored on the device.

1 Require an alphanumeric value for the password. The character pattern must include one letter, one
number and one special character when Password Strengthi s set to fAiStrong. 0

Device IT Policy Comparison Chart

Link to this chart to learn which GO!NotifyLink IT policies are supported and which are not supported when
using the GO!NotifyLink iOS Device solution.

FAQs

After | register my device w/ GO!NotifyLink, when will email, calendar, contacts, and tasks sync to my
device?

The device operates in Direct Push mode. Thus, once registration is completed, the device
automatically establishes a connection with the GO!NotifyLink server and checks for available email,
contacts, calendar events, and task items.

Did your device have contact or calendar data on it prior to registration? Then you will have to turn
Contacts and Calendars synchronizaton ON i n t h eSettings\vapplicatibnsif you want contact and
calendar information to synchronize. You may choose to have existing data kept on the device or
deleted and replaced with what syncs from the server. See step 5 in the Account Setup Instructions.

Does the reload option work with GO!NotifyLink?

Yes. Reload may be used to manually initiate a synchronization at any time. It allows you to retrieve
messages in between set intervals if you are operating your devicei n t h e symdhm@rtizatibno
mode.

Reload is one way to retrieve messages in email folders that do not automatically synchronize. iOS
devices do not synchronize mail automatically in any folder but the Inbox. The user must initiate
synchronization by opening these other folders. If one of these folders is already open, the user must
tap the reload icon to continue retrieving.

Other folders (excluding Trash) can be selected to automatically synchronize like the Inbox. See Email
and PIM Settings.
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The reload icon is the circular arrow located at the leftendofaf ol der feater.eenods

Can | send attachments from the my iOS device?

Attachment functionality has some limits. You can receive/view attachments and you can forward
emails with attachments from the device. Though document file attachments are downloaded when
you open them, you cannot save them on the device. You can, however, save image files to the

d e v i Caméra Roll album (see Attachments).

There are currently only two options for sending attachments. You can attach image files to a message
usingt h e d eRhdtacapplicatonand you can attach a oComattact usi ng t

application (see Sending Email).

How does Folder Mirroring work?

[t ATT = 10:57 AM ==

Folder Mirroring is automatically enabled on the GO!NotifyLink

Client Web. Any folder tagged for synchronization to the device
is mirrored on the device. Users may tag Sent, Trash, Drafts, or T Inbox e >
custom folders for synchronization. '

7/ Sent >
This exampl e wifrored foldersdhowsithe aabive & Trash N
email Inbox folder and includes a custom folder and the Sent, -
Trash and Drafts folders, each of which was tagged on the web [ Drafts >
for synchronization to the device. B iolo N

All setup for this feature is done on the GO!NotifyLink server
through the Client Web. See the Enterprise Server Client
User Guide.

You cannot add or rename folders on the device.

See also Email and PIM Settings. S i

Are Meeting Invitations supported on my iOS device?

Yes, you can accept invitationsv i a t h e Calendai oc Mad applications. Since meeting

invitations are sent as emails, mail synchronization must be enabled on the device in order to receive

invitations. You can al so send a meet i nCGualendarapplicatian.i Se@ f r om t he
Meeting Requests.
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How does Remote Lookup work on my iOS device?

An LDAP server must first be defined on the GO!NotifyLink [ea=_edaam =
server. This will give you access to enterprise directories. oAt
Then,inthe d e v i Comtécss application, tap Groups and type
a name into the search field. The iOS device shows you
matching names from the enterprise directory.

See Using Remote Lookup.

O Enter Contact Name|

a|wle|r|7|v]uf1]o]P]
Als|o]Fle]n]y]k]L

% BOono0ND S

What if | have other email accounts on my iOS device?
Set the account that synchronizes via GO!NotifyLink as the default account.
Tap Settings > Mail, Contacts, Calendars
1 Scroll down to the Mail section and tap Default Account. Select the Exchange account.
9 Scroll down to the Contacts section and tap Default Account. Select the Exchange account.
1 Scroll down to the Calendars section and tap Default Calendar. Select the Exchange account.

1 For tasks, scroll down to the Reminders section and tap Default List. Select the Exchange
account.

Where can | find the Username and Authentication Password used to register my device?
1 In the Username field, enter the email address of your mail account on the groupware server.

1 Find your Authentication Password on the GO!NotifyLink Client Web. Select General > Device
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Account Setup Instructions

Since the GO!NotifyLink server has the ability to communicate via the Microsoft ActiveSync protocol, you use
the Exchange ActiveSync account setup procedure on the device to create your GO!NotifyLink account.

Though field

descriptions

associated with your GO!NotifyLink account.

may

be | abeled AExchange, 0

Please note that the account setup process may vary depending on the iOS version you are using.

1. Select the Settings i

2. Select Mail, Contacts, Calendars >A d d

con from the devi

cedbs Home Screen.

A c ¢ o>uMictoéoft Exchange.

[maTer = 10:34 AM == | [l ATET = 10:43 AM = | [t ATET = 15:27 == |
Setting Settings
@ Sounds > Accounts
= . Add Account... >
“ Brightness >
bileme

H Wallpaper 4 Fetch New Data Push »
\@l General > — Gm II

A Sh 50 R t M >
I} Mail, Contacts, Calendars > ow eoent Hessages YAHOO’ MAIL
E Phone ’ Preview 2 Lines »

'—
= ini i j >
% Safari N Minimum Font Size Medium > AOL &
Q Show To/Cc Label | OFF
Messages > — QOther

B iPod N Ask Before Deleting | OFF
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3. Enter the registration credentials. Tt
Cancel

Email i Email address of your mail account on the groupware
server

Email
Password i Authentication Password as it appears on the Password
GOI!NotifyLink server -
Description
Tap Next.

fyou see t he e rCanmotVenfy Seremgldentityfdtap
Continue to bypass the error and proceed.

4. In the Server field, enter the external address (IP or domain name) of
the GO!NotifyLink server and tap Next.

GO!NotifyLink On Demand users enter the server address noted in
your welcome letter, tap Next, then proceed to step 5.

At this point the device may:

1 Connect and begin to load your mail and PIM items.
Note: If you had contact and calendar items on your device Domain

email@notifycorp.com

prior to registration, proceed to step 5.
Y
Display one or more of the error messages in the table aman.muaﬂ
below. See instructions on how to proceed. uaﬂﬂamm
Lz [ o] v[s[n[ml
@123 -m return

Error Messages

If the device displays: Unable to Verify Certificate Vb orkrpm derorns

This displays when the server could not verify the SSL certificate on the e
GO!NotifyLink server. for account *” could not be verified.

Tap Accept to bypass the error. The registration will complete and Accept Cancel
the device will connect and begin to load mail and PIM items.

If you accidently tap Cancel at this prompt, the device will fail to make
a connection and you will not be prompted again. See Knowledge
Base article for reconnection instructions.

If the device displays: Exchange account verification failed s e =
This displays at the top of the screen when an SSL certificate is not being — Exchané: =
used on the GO!NotifyLink server.
Tap Next, then Save. Then go to the device Settings and turn off el it ine
SSL. See SSL Encryption for instructions. The registration will Server  111.111.36.36

complete and the device will connect and begin to load mail and PIM
items.
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If the device displays: Unable to verify account information EXenAnge Account

Unable to verify account

Tap OK to bypass the error. information.
0K
If the device displays: This account may not be able to send or receive g oo
emails. Are you sure you want to continue? This account may not be able to
send or receive emails. Are you sure
Tap Save to bypass the error. The registration will complete and the You Wantlo.continue?

device will connect and begin to load mail and PIM items. S

5. If your device had contact and calendar data on it prior to registration, Contact and Calendar
synchronizations will default to OFF. You can turn on contact and calendar synchronization at the
prompt.

Note: You can also change the synchronization settings at any time from the device settings.
From the Home screen, tap Settings > Mail, Contacts, Calendars. Then tap your account.

I f contacts and/ or cal endar e vhennyoucreaexyyousBxchange t he dev
account, you will have the option to either keep existing/local items on the iPhone/iPod touch/iPad or

delete them. Local items are stored in a separate address book/calendar labeled, On My iPhone

(iPod/ iPad), and are not synchronized to the server.

9 If you want to synchronize contacts and calendar events from
the server, but keep existing (local) items on the device, turn
Contacts and/or Calendars ON and tap Keep On My
iPhone (iPod/ iPad).

9 If you want to synchronize PIM items, but prefer that existing
(local) items be removed from the device, turn Contacts

What would you like 1o do with existing local

and/or Calendars ON and tap Delete. confacts on your Phone?

Tap Done to continue.

Delete

Hint: Make sure you set the Exchange ActiveSync account as
the default for Calendar, Contacts, and Reminders (Tasks). |If it —
is not the default, items added from alternate applications on the
device will not synchronize. See Email and PIM Settings: Set
Default Account.

6. Once you connect to the server, you may be prompted to create or change your passcode to match
the policies set on the server. See Security Settings: Required Password and Inactivity Timeout.
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Account Maintenance

If you are moving your GO!NotifyLink account to a different device, you will need to.
1 Clear Registration on the GO!NotifyLink Client Web

1 Remove your GO!NotifyLink account form the old device and recreate it on the new device

Clear Registration Before Reregistering Your Account on a New Device

If you are reregistering your account because you changed devices, you must Clear Registration via the
GO!NotifyLink Client Web.

See instructions for accessing the GO!NotifyLink Client Web.
1. Login to the GO!NotifyLink Client Web and select General > Device.
2. Click the Clear Registration button.

3. Proceed with reregistering your account.

Removing Your Account from the Device

When you remove an account from the device, the account and all mail and PIM items (calendar events,
contacts and tasks) associated with it, are deleted from the device.

1. From the device Home screen, tap Settings > Mail, Contacts, Calendars, then select your account.
2. Tap Delete Account.
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Settings

Push Settings

Push

Your mail account, synchronizing via GO!NotifyLink,i s a #f p u s Whenae@vanessages, contacts,
calendar events, or tasks are available, the information is automatically delivered (pushed) to your iPhone/
iPod touch/ iPad. This is the equivalent of the GO!NotifyLink i Di r ect Pusho mode.

Push Synchronization with Wi-Fi Connections. If you do not have a cellular connection, the
device can receive pushed data over a Wi-Fi connection when the device is awake (screen is on or
device is connected to your computer or a power adapter).

Fetch

In contrast, withi f e t ¢ h q thesdevice musteeriodically check the server to see if new messages have
arrived and then request a delivery. Fetch is used if Push is turn off and the user may define the frequency of
the fetch sessi equigalentof hd@NotHybinkii Scthleelul ed Pusho mode.

Mail, contacts, calendar events and tasks sent from the device will process immediately, independent of the
scheduled fetch sessions.

GO!NotifyLink iOS Device Solution Settings T 12



Change Your Push Setting

Push mode is the default setting on your device. You may, however, wish to temporarily suspend Push
service if you are outside a service area or wish to conserve battery life. When Push is turned OFF, data can
still be fetched at periodic intervals or manually.

Battery Life. Though Push mode offers more up-to-the-minute message delivery, for some users,
increased battery consumption may be the tradeoff. If your battery is not lasting as long as you would
like, try using the Fetch mode.

1. From the Home screen tap Settings > Mail, Contacts, Calendars.
2. Tap Fetch New Data
Push
3. Turn Push OFF _ov |
MNew data will be pushed to your iPod from
4, Choose the interval at which the e Sete
Manually. Fetch
The schedule below is used when push is
. ff or f licat vhich d t rt
1 Every 15 Minutes ittt s
frequently.
T Every 30 Minutes Every 15 Minutes v
ﬂ HOUI’ly Every 30 Minutes
=
T Manually ( us e KdloretheiMailbax or nidog | || Hourly
screen to fetch) Manually

Settings on the GO!NotifyLink Client Web

There are several settings, configurable on the GO!NotifyLink Client Web, that control what synchronizes to
your device. What follows are instructions for accessing the Client Web online.

When instructions in this guide direct you to change a setting from the Client Web:

On Premise Users: In your web browser, enter the server address of the web server
running the Http/Web component of GO!NotifyLink, followed by /client/

On Demand Users: In your web browser, enter the server address of the On Demand web server:

https://hosted<#>.notifylink.com/client/clientlogin.php
Where # is indicated, insert the server number you have been assigned to (without brackets
<>).

Login

In the Username and Password fields of the Login screen, enter the email address and password of
your mail account. (You can change the password assigned to you in the Client Web from the
Accounts page.)

Consult the Enterprise Server Client Web Guide for more information on the Client Web. **
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Email and PIM Settings

This chart summarizes the settings that control how the email and PIM (calendar events, contacts, and tasks)
are synchronized to the device. Some settings are configurable on the device. Others are configurable
through the GOI!NotifyLink Client Web. Instructions for accessing the Client Web

Below is a list of the settings and where they can be configured.

Configuration Settings

Set Default Account:
For Mail, Calendar,
Contact Group and
Reminders (Tasks)

Filters

Folder Mirroring

Mail Folders to Push

Notification ON/OFF

Mail Days to Sync

Show number of
messages

Description

If you have multiple Mail/PIM accounts
on your device, you will need to set a
default account. Make the Exchange
account associated with your
GO!NotifyLink user account the default for
the Mail account, the Calendar, the
Contact Group and Reminders (Tasks).
Mail and calendar/contact items that
originate from alternate applications on the
device will then synchronize to the server.
(Example: Using the Contacts application
to attach a contact to an email.) If defaults
are set to other accounts, such data will
not synchronize to the server associated
with your Exchange account.

Filters messages sent from the server

On the web Folder Mirroring is
automatically enabled.

Select email folders to be synchronized to
the device. Users may choose Sent,
Trash, Drafts, or custom folders.

Other folders (excluding Trash) can be
selected to automatically synchronize like
the Inbox. Older operating systems do not
have this option and require that you open
any folder other than Inbox in order to
initiate synchronization.

Enables/Disables GO!NotifyLink message
notification. Restarts/Suspends retrieval of
Email from the server.

Number of days a message is available on
the device. Use as a cleanup setting to
manage message quantity. Cleanup will
take effect within 24 hours of the
scheduled delete. Choose 1 or 3 days, 1
or 2 weeks, or 1 month . ANo | i
supported, but if chosen, will default to 180
days.

The number of items sent to the device in
each Sync request. If more than the
selected number of items exist, multiple
Sync requests are used until all items are
retrieved. Choose from 25, 50, 75, 100,
200 recent messages.

Configurable via:

Device
Settings > Mail, Contacts,
Calendars >

(Mail) > Default Account
(Contacts) > Default Account
(Calendars) > Default Calendar
(Reminders) > Default List

GO!NotifyLink Client Web:
Mailbox > Filters

GO!NotifyLink Client Web:

To select folders: Mailbox > Folders

Device

Settings > Mail, Contacts,
Calendars > (account) > Mail
Folders to Push

GO!NotifyLink Client Web:
General > Control Options

Device

Settings > Mail, Contacts,
Calendars > (account) > Mail Days
to Sync

Device
Settings > Mail, Contacts,
Calendars > Show

GOI!NotifyLink iOS Device Solution
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Calendar Sync

Filter Meeting
Response Emails

Choose Address
Books

Set the calendar synchronization range -
how far back and ahead to sync your
calendar events on the device.
Look-back is set from the device. Default
is 1 month. Choose from 2 weeks, 1, 3, 6
months or All Events. (If All Events is
chosen, Look-back is set to 52 weeks.)

Look-ahead is set from the client web.
Default is 26 weeks. Choose from 1 to 52
weeks.

When enabled, this option filters out
meeting response emails sent directly from
the iOS device to the meeting organizer.
The organizer may still receive response
email fromthea t t e n BIE sebver. In
cases where the PIM server is configured
to send response email, this filter serves to
eliminate duplicate notifications.

If the groupware server supports multiple
address books, choose which will
synchronize to the device. Contacts from
the chosen address books will synchronize
t o the AlCortacte ®@s 0

Device

Settings > Mail, Contacts,
Calendars > Sync

GO!NotifyLink Client Web:

PIM > Calendar > Synchronization
Range

GO!NotifyLink Client Web:
PIM > Calendar

GO!NotifyLink Client Web:
PIM > Contacts > Choose Address
Books

GOI!NotifyLink iOS Device Solution
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Security Settings

Please note that iOS 4 supports multiple Exchange ActiveSync accounts on a single device. This introduces
the possibility of a device dealing with conflicting sets of IT/Security policies issued from multiple Exchange
ActiveSync servers. In these cases, the device will always enforce the highest security requirements of all
conflicting policies.

SSL Encryption

SSL is an encryption protocol for data-in-motion between the device and A 18 =
GO!NotifyLink server. An SSL certificate must be installed on the web server e AaTachot- |

in order for you to use SSL. Check with your IT administrator to determine if .

this feature is available to you. (SSL is available to GO!NotifyLink On Email groover2007az natiy.net
Demand users, as all On Demand servers are equipped with SSL

certificates.) Server 192.168.1.76

If the server is NOT using SSL (check with your IT administrator to verify),
turn the Use SSL setting off. This will allow the device to make connections
to the GO!NotifyLink server over http instead of https. Password essessse

Username groover

i TapSettingsf rom t he deviceds Home scr

Description groover@2007dc.notify.net

Tap Mail, Contacts, Calendars

1
§ Tap your account and then tap Account Info Use SSL OFF
1 Tapthe Use SSL ON/OFF box to display OFF

Required Password and Inactivity Timeout

I f your organizationés mobile security policy requires
prompted to define your lock password on the device.

Note: If your organization does not enforce the password policy, but you wish to password protect
your device, you can:

1 Request that your IT Administrator turn on the enforcement for your account through the
GOINotifyLink Administrative Web. Then follow the instructions below.

T Use t he de vRassended ockaption (Bettings > General > Passcode Lock) to set a
4 digit numeric passcode.

1. T h eNewiPasscode Requiredd0 message wi |CQontmygepear . Tap
Note: If you tap Close here, the prompt will pop up each time the device wakes.
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2. Enter a passcode, then re-enter it to confirm.

Passcode Requirements: Although the entry instructionsread,i Ent er lnumbers,mo r e
the keypad displays allowing you to enter letters, numbers, or non-alphanumeric characters.

If server security rules are enforced, there may be a minimum password length requirement

or you may be required to use a certain number of complex characters (non-alphanumeric) in

the password.

New Passcode Required

The account
“jgrazier@2007dc.notify.net” will
start receiving new data again when Enter 1 or more numbers. Re-enter the passcode
a new Passcode has been set.

Press Continue to change your
Passcode now.

Close Continue

[iPed = 11:20 AM =]

You will also want to set the Auto-Lock which determines the inactivity
timeout interval on the device. Thiswillturnofft he devi ceds di

prevent unintended operation of your device. About .

Note: iPhone users can still receive calls and text messages and

can adjust volume for the headpiece while the device is locked. Wallpaper >

iPod touch/ iPad users can also adjust the volume while the ' '

. . Sound Effects Both »
device is in a locked state.
3. Tap Settings > General > Auto-Lock. Network N
4, Selectal, 2, 3, 4, or 5 minute interval. Choose dNever6to disable ' - ) p—

. .. . Location Services OFF
the inactivity timeout. —
Note: If server security rules are enforced, you can only ch(_)qse i P Rinites %
intervals less than or equal tothe valueo f t h e Isaetivity e r 6
Timeout setting (within the 1 to 5 minute range) and you will not be | e Lok i &)
able to choose Never. Restrictions Off >
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Changing Your Passcode

If you want to change your passcode:
1. Tap Settings > General > Passcode Lock
2. Tap Change Passcode.
3. Enter your current passcode.
4. Enter your new passcode, then re-enter it to confirm. Require Passcode  Immediately >

Change Passcode
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Turning the Passcode Off

If the passcode requirement is lifted* and you wish to operate without a
passcode, you will have to disable the passcode on your device after the
requirement is lifted.

Turn Passcode Off

Note: Once the requirement has been disabled on the server, you may need

to turn the device off, then on again before adjusting this setting. See Change Passcode
Knowledge Base article for more information.
1. Tap Settings > General > Passcode Lock FaguirySassocy Wnedaey

2. Tap Turn Passcode Off.

3. Enter your current passcode.

* From the GOI!NotifyLink Administrative Web: Lock Rules, disable the
Inactivity Timeout.

Wipe on Failed Unlock Attempts

This security feature can be enforced from the GO!NotifyLink Administrative Web. The purpose of Wipe on
Failed Unlock Attempts is to limit the chances an unauthorized user has to guess a password.

A failed unlock attempt wipe will remove account information and all data (messages, contacts, calendar
events, tasks, media, etc.) from the device. The device returns to its original, factory settings.

iPhone 3GS and 4G devices will complete the wipe rapidly, however, this can take up to 2 hours or more on
older models. You will be unable to use the device while data is being overwritten.

If this feature is not enforced from the server, the user can enable it locally. Select Settings > General >
Passcode Lock and turn Erase Data ON. The default is 10 failed attempts.

Remote Wipe

In the event that your device is lost or stolen, contact your IT Administrator as soon as possible. The
administrator has the ability to enforce a Remote Wipe security function on the device from the GO!NotifyLink
Administration Web.

A Remote Wipe will remove account information and all data (messages, contacts, calendar events, tasks,
media, etc.) from the device. The device returns to its original, factory settings.

iPhone 3GS and 4G devices will complete the wipe rapidly, however, this can take up to 2 hours or more on
older models. You will be unable to use the device while data is being overwritten.

Note: If your device is retrieved, your GO!NotifyLink account must be deleted from the GO!NotifyLink
server and added again before you can restore the device through iTunes and re-registered your
account.
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Using Your Device

iPhone/ iPod touch/ iPad/ iPad mini use the native email client to send, receive, reply to and forward emails
via GO!NotifyLink.

The native Calendar, Contacts, and Reminders (Tasks) applications are also used to synchronize contacts
calendar events, and tasks via GO!NotifyLink.

Mail

Set the Default Mail Account

Set the Exchange ActiveSync account associated with your GO!NotifyLink user account as the default. This
account must be the default in order for messages created outside the Mail application to synchronize through
the GO!NotifyLink ActiveSync component. For example, when you create an email from the Contacts
application for the purpose of attaching a contact file, the contact is sent using the default mail account. If the
default is not your Exchange account, the message will not synchronize.

This is also important since iOS 4 supports multiple Exchange ActiveSync accounts. If you compose an email

from

the uni fi

account.

ed

nbox,

by defaul't

it

s sent from

Hint: You should also set the Exchange ActiveSync account as the default for calendar, contacts,

and reminders (tasks).

Select Settings > Mail, Contacts,

Calendars.

Scroll to the Mail section and tap

Default Account.

Select the account associated with

the Exchange account.

[ ATET =

[utaTar =

9:30 AM = |

Preview
Minimum Font Size Medium >
Show To/Cc Label

Ask Before Deleting ﬂ_

| oFF

[ on

Sent from my iPhone »

] oFF

Load Remote Images

Always Bcc Myself
Signature

Default Account ddeeuliol@d... »

Messages created outside of Mail will be
sent from the default account.

ddeeulio1 @dc03.notify.net v
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Sending Email

To: Peter Marshall

Cc/Bcec:
Subject: Mobile security

Accessing your device will now
require a password.

11234567 |8]9(0

=1/ C)isi&|e]”

21 K

space

1. Select the Mail icon from the Home screen, then tap Iél

2. Type a hame or email address in the To field or tap v to add a name from your contacts. As you
type, matching email addresses from your contacts appear. Tap to choose one. Tap return or
access the contact list again to add more names.

Note: If you have access to an enterprise directory, matching addresses from your contacts
appear first, then matching enterprise directory addresses appear.

Tap Cc or Bcc if you want to copy or blind copy the email to others.
Enter a Subject and then you message.

Tap Send or to save a draft of the message, tap Cancel then tap Save.

Send a photo in a message

I n t he Rhetwsiappkcation, choose a photo and tap . Then tap
Email Photo. The photo is sent using the default email account.

Use As Wallpaper

Email Photo

Assign to Contact

Cancel
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Share a contact in a message

I n t he Coatacisapgplication, choose a contact and tap Share Contact at the bottom of the Info
screen. The .vcf contact file is sent using the default email account.

[t ATET = 4:00 PM =

cancel Jim's contact info Send

Ce/Bec:

Subject: Jim's contact info

i

Jimmy Stewart.vcf

ajwle]r]Tiv]u] o]
Als|o]Flafu] K]t

% E0E0E00 S

Reply to a Message

1. Open a message and tap ﬁ:
Tap Reply or Reply All.

Type your message.

Tap Send.

A 0N

Forward a Message

Open a message and tap ﬁ:

Tap Forward.

Add one or more email addresses and your message.
Tap Send.

M 0P
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Reading Email

The Mail icon on the Home screen shows the number of unread messages in your Inboxes. B

Note: If you have more than one mail account on the device this number includes unread messages
from all Inboxes.

Email Folders

GOI!NotifyLink can synchronize email from multiple folders on the mail server to the device Inbox and to
multiple folders that mirror those on the server.

If you have access to the GO!NotifyLink Client Web, you can select the folders you wish to synchronize to the
device.

From the GO!NotifyLink Client Web, select Mailbox Properties > Folders and select the folders you
want GO!NotifyLink to monitor. In addition to the Inbox, you can select the Sent Items, Deleted Items,
Drafts, or any custom folders.

Mail Folders to Push

The folders you select for synchronization appear in the Mailboxes list. The Inbox is the only folder that
synchronizes automatically. Other folders must be opened to initiate synchronization. Folders other than
Inbox will initiate synchronization only when they are opened or when using the reload icon (manually initiated
sync).

You can, however, select other folders (excluding Trash) to also synchronize automatically.

On the device, tap Settings > Mail, Contacts, Calendars > (account) > Mail Folders to Push, then
check the folders you wish to automatically synchronize.

[cutaTeT = 10:57 AM =

Vlailboxes

The Mailboxes List

= Inbox @ >
In the Mailboxes (folder) list, you will see the
number of unread messages in each mailbox «/ Sent ?
and folder. & Trash N
Tap a mailbox or folder to see its messages. [ Drafts >
Note: If you have chosen to mirror the Sent [ jojo >
Items or Trash folder on your device, they will
al ways be named fASent o
regardless of what they are named in your
collaboration suite.

~ Z
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The Message List

Messages with a blue dot next to them are

unread.

Tap a message to read it.

Within a message, tap z

previous or next message.

Attachments

iPhone/ iPod touch/ iPad/ iPad mini allow you to view picture and document attachments and can play many

or ¢

t o

audio attachments using applications native to the device.

1 You can forward a message with attachments.

€

[iPod =

9:17 AM ==

Starzyk, Pete

Tom George
RE: Conference Room

Tuesday
Hosted Manitoring (7-15-2008)
o

5 they

Tuesday

cies an...

Tuesday

Tuesday

1 You can save a picture attachment you have receivedtot h e

f You <can
Sending Email.

 Youcancreat e

create a

a

See Sending Email

You cannot save a document file on the device.

message

Wi

t h

message

a

Wi

t h

cont act

d eGamearaeRodlkalbum.

a Photos applicaton.a$ee ac h me nt

You cannot attach a document file to an email you are composing.

Open an attached fil

e

Tap the attachment. It downloads and opens using native viewing applications.

Save an attached photo or video to the Camera Roll album

To save a photo, tap the photo, then tap Save Image. If the attachment has not yet been downloaded, tap

the download notice first.

To save a video, tap and hold the attachment, then tap Save Video. If the attachment has not yet been

downloaded, tap the download notice first.

f idorgact$ applicatioi.
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Supported attachment formats for viewing

If a file type is not supported by iPhone/ iPod touch/ iPad/ iPad mini, you wills e e

be able to open it.

Document formats

.doc

.docx

.htm

.html

key

.numbers

.pages

.pdf

.ppt

.pptx

rtf

xt

.vcf

Xls

Xlsx

Image formats

Jpeg

.gif

-png

.bmp
Audio formats

.mp3

.aac

wav

.aiff

Microsoft Word
Microsoft Word (XML)
webpage

webpage

Keynote

Numbers

Pages

Preview, Adobe Acrobat
Microsoft PowerPoint
Microsoft PowerPoint (XML)
Rich Text Format

text

contact information
Microsoft Excel
Microsoft Excel (XML)

JPEG/JIFF Image

Graphic Interchange Format
Portable (Public) Network Graphic
Bitmap graphics

MP3 Audio File
MPEG-2 Advanced Audio Coding File
Waveform Audio

Audio Interchange File

t

he fil ename
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Calendar

Set the Default Calendar

If you have multiple Mail/PIM accounts on your device, you will need to set the Default Calendar. Set the
Exchange ActiveSync account associated with your GO!NotifyLink user account as the default. This calendar
must be the default in order for events added while viewing All Calendars to synchronize through the
GO!NotifyLink ActiveSync component. It is also necessary if you wish to create meeting requests on the

device.

Hint: You should also set the Exchange ActiveSync mail account, contact group, and task list

(reminders) as defaults.

1. Select Settings > Mail, Contacts,
Calendars.

2. Scroll to the Calendar section and tap
Default Calendar.

3. Select the calendar associated with the
Exchange account. It appears with
(Exchange) beside it.

Managing the Calendar

Viewing All Calendars

[aulaTaT = 9:30 AM == |

[aulaTaT = 9:31 AM =

Time Zone Support Washingt... »

Default Calendar Calendar »

New events created outside of a calendar
will be added to this calendar by default.

Calendars
New Invitation Alerts OFF |
Sync Events 1 Month Back »

On My iPhone

@ Calendar

ddeeulio@dc03.notify.... (Exchange)

@ Calendar v

When you choose the All Calendars option, you are viewing all events from all calendars. Although merged
into one view, the items may be stored in separate calendar files based on the application from which they
originated. If you add events while viewing All Calendars, they are added to the default calendar file.
Therefore, the default calendar must be the Exchange account calendar in order for events to synchronize

through the GO!NotifyLink ActiveSync component.

Events in the Exchange account calendar appear on the calendar with a distinct color assignment. For
example, in the illustration below, Exchange account calendar items appear in an orange block (day view) or

with an orange dot (month or list view).

Choosing a Calendar View

1. Select the Calendar application.
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2. Tap Calendars in the Calendar title bar, then select a calendar to view or All Calendars.

[t ATET = 9:46 AM =] [-aatl aTERT = 9:43 AM =]
Calendars caendars | All Calendars +
| All Calendars N ‘ 4 Wednesday Jul 12009 >
On My iPhone 20
[ 3 Staff Meeting
| @ All on My iPhone > ‘ Conference room

ddeeulio@dc03.notify.... (Exchange)

| @ Al ddeeulio@dc03.notify.net >

Add, Edit or Delete Calendar Events

Tap the

Cal

endar i con

3 PM

4 P

5PM

6P

7 PM

8P

JMM's Big Day dinner
Jeremiah's

Today

0 N B

List Day Month +

deviceds

Home screen.

A number in the upper right corner of the icon indicates the number of new meeting invitations in your

calendar.

1 Tap List, Day, or Month to change the calendar view.

To select a calendar file to view, tap Calendars in the title bar.

To edit an event: Tap the event, then tap Edit

il
! Toadd anevent: Tap +
il
il

To delete and event: Tap the event, tap Edit , then scroll to the bottom and tap Delete Event

[l aTeT = 10:10 AM = |
calendars | All' Calendars +
4 Thursday Jul 30 2009 »

1AM
Noon

1PM

2 PM

Staff Meeting
Conference room
3rm

4 Pl

5 P

Today List Day  Month &5
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