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What is the GO!NotifyLink Client Web

The Client Web gives a device user access to their account on the GO!NotifyLink server.

Server to Device The options in the GO!NotifyLink Client Web allow you to set preferences for how you
want data synchronized from the server to your device.

Device to Server Setting preferences on the device determines how data originating on the device is
synchronized to the server. Consult the appropriate GO!NotifyLink device guide for instructions on
customizing your device preferences.

How to Access the Client Web

You will need a compatible web browser to access the Client Web. Microsoft Internet Explorer 7 or 8 or
Firefox 3.5 or 4 will work. JavaScript is required.

Access the Web
GO!NotifyLink On-Premise Users

In your web browser, enter the server address of the web server
running the GO!NotifyLink Http/Web component, followed by /client/

GO!NotifyLink On-Demand Users

In your web browser, enter the server address of the web server:
https://hosted<#>.notifylink.com/client/clientlogin.php

Where # is indicated, insert the number of the server to which you have been assigned
(without brackets<>).

Login

In the Username and Password fields of the Login screen, enter your email address and
your Client Web login password. (You can change the password assigned to you in the
Client Web from the Accounts page.)

Multiple Devices

If you have multiple devices registered to your account, a drop-down list of your devices
appears in a panel on the left of the page. Select the device you wish to view. The use of
multiple devices is supported by GO!NotifyLink Enterprise Server versions 4.8.2 Patch 3 or
greater.

A GLOBOS

Device: jsAndroid ¥
Anaroid

Expand AlisiPad i
Home
- Mailbox Properties
B General

PIM

Logout
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Overview of the Client Web

The Client Web Pages

The Client Web opens to the Mailbox Properties page. Select the tabs labeled General and PIM to
access other pages.

GO!NotifyLink Configuration @ Notification ON

Mailbox Properties General Pk

Arcronnts

Disabled Options

You may notice that one or more of the options in the Client Web are disabled (button will be gray).
This means that the properties have been set by an administrator and are not available for you to
change.

Note: Some properties may not apply to ActiveSync device users operating with the
GO!NotifyLink ActiveSync Solution. An option button may be gray for this reason as well.
See the Device IT Policy Comparison chart for a summary of supported policies for these
users.

Logging Out

The Logout button on each page allows you to exit from the Client Web. It returns you to the Login
dialog box.

The Client Web Options

You can customize your account on the GO!NotifyLink server using the Client Web options. The
settings you choose determine what data gets sent to your device. The options also allow you to
change your authentication password and view device statistics.

Mailbox Properties

Accounts i Edit your user account and account credentials.

Folders i Select email folders on the server to map to your device.

Filters T Create filters to control what email synchronizes to your device.

Block List T View or delete email blocks that you have issued from your device.
Signature i Edit the signature that will append to each email you send from the device.

General

Format i Select the information you wish to include in mail message notifications sent to your
device.

Control i Enable/disable mail and PIM processing and set mail processing and tracking options.
Device i Edit device properties and view your authentication password.
Security i Enable Message/PIM content encryption or change your authentication password.

Statistics i View email, PIM, and device statistics, such as polling cycle times and results.
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PIM

Calendar i Enable synchronization for your calendar or set synchronization range and calendar
options.

Contacts i Enable synchronization for your contacts and select Address Books for
synchronization.

Tasks T Enable synchronization for your tasks or set synchronization range and task options.
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Mailbox Properties

GO!NotifyLink Configuration @ Notification ON

Mailbox Properties General Pltd
Accounts
View or edit your email account -
& properties'
Folders
Select which folders to monitor.
Filters
i Create and manage your message _
@ notification filters.
Block List
o View or delete your mobile blocked
email list.
Signature
/’ Change your signature for outgoing
mail.

View Online UserGuide - Email Support

Accounts

Use Accounts to change the information on your GO!Notifylink account. You can change:

1 Mail and PIM user credentials i usernames and passwords for your user account on the Mail and
PIM server(s).

Display Name i the way your name displays in the From: field of email sent from your device.

Sender Email Address Settings 1 If you have two devices registered to your GO!Notifylink account,
it requires that you set up a second (alias) email address on the mail server. This field provides a way
to specify which email address should populate the sender field of all email sent from your devices.
See Knowledge Base article for setup guidelines.

1 GO!Notifylink Client Web login credentials
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You can also view the following information:

1 Mail, PIM, and LDAP server assignments

1 Your username on those servers

1 User Class to which you are assigned

» Location: Select the Mailbox Properties tab, then click on the Accounts button.

Email Account Information

In the fields below, password values (if set) are represented by a set of 8 bullets
;I regardless of the password's value or length. For security purposes, the actual password
value is not represented in any of the password fields.

Mailbox Information -

Display Name: Costello3, Anthony
Incoming Mail Server: 192.168.2.3

LDAP Server: None

Email Settings

Email Username: acostello3

Email Password:

Change Password

When a change is made to the Email Password, you may click this button to copy the new
value to the Client Password.

Mailbox -> Client

When a change is made to the Email Password, you may click this button to copy the new
value to the PIM Password(s).

Mailbox -> PIM

Mailbox Name: lacostell ]
User Class: None
SMTP Server: Default - 152.168.2.3 (Port: 25)

Sender Email Address Settings

Enable Sender Email
Address:

Editing Your User Credentials

Calendar Settings
Server:
Username:

Password:

Web Access Directory:

Contact Settings
Server:
Username:

Password:

Web Access Directory:

Authentication Type:
Client Username:

Client Password:

PIM Login Information

192.168.2.3/exchange (port: 80) (ex07) [Exchange 2007]

acostello3

Change Password

|/acostello3 |

192.168.2.3/exchange (port: 80) (ex07) [Exchange 2007]

acostello3

Change Password

I/a costello3

Client Web Login Information
Standard
acostello3@ex07 notify.net

Change Password

When a change is made to the Client Password, you may click this button to copy the new
value to the Email Password.

Client -> Mailbox

l Apply Changes I I Close ‘

There are several sets of credentials on the Edit User page:

1 Mail account credentials i Email Address, Email Username, and Email Password

1 PIM account credentials i Username and Password associated with the Calendar, Contact and Task

account(s)

1 Client Web credentials i Username and Password used to login to the GO!Notifylink Client Web

When you make changes to the Email Address, Email Password, and Client Password fields, you can
copy the changes to your other user credentials on the Edit User page. This allows you to conveniently
assign the same credentials in several areas. A change must be made in order for you to use these buttons.

Please note that if the system you are on implements SuperUser functionality, you will not see these copy

buttons.
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Mailbox > Client button i When changes are made to the Email Address and Email Password,
you can click this button to copy the new values to the Client Username and Client Password under
Client Web Login Information.

Mailbox > PIM buttoni | f PI M Account <credentials are the same
credentials, when a change is made to the Email Password, you can click this button to copy the
new value to the PIM Password(s) under PIM Login Information.

Client > Mailbox button i When a change is made to the Client Password under Client Web Login
Information, you can click this button to copy the new value to the Email Password.

Click Apply Changes to save any changes you make.

Folders

Folder Selection gives you the ability to select which email folders you want GO!Notifylink to monitor. The
folders you select become part of a list that GO!Notifylink uses each time it checks your mailbox for mail. Any
mail found in the selected folders is sent to your device Inbox unless Folder Mirroring has been enabled.

Folder Mirroring If enabled, Folder Mirroring gives you the ability to mirror on the device, the folders you
have selected to be monitored. Instead of mail from the selected folders going into the device Inbox, it is
distributed to folders on the device that mirror your collaboration suite mailbox folders.

You can enable or disable Folder Mirroring from the Client Web by selecting General > Control > Messaging
Options.

If you have a large number of folders, but you only want mail synchronized from your Inbox, you may want to
select Al nbox Only. o This speeds u ®O!Ndifglinkpwill opothaveeso of ¢ h
browse through a list of folders.

Location: Select the Mailbox Properties tab, then click on the Folders button.

1. Select Mailbox Properties > Folders
2. Choose a Folder Display Option by marking the appropriate radio button.

Choose this option if you want to display and select
only the Inbox. If you choose to monitor only the Inbox,
mail from your collaboration suite Inbox syncs to the
device Inbox.

Show INBOX only

Choose this option if you want to display only top-level

Show top level folders folders (no subfolders).

Choose this option if you want to display all available

Show ALL folders folders for selection.
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Folder Selection For: tburkett

Folder Mirroring: ON

— Available Fold

Folder Display Options

" Show INBOX only

" Show top level folders (no sub-folders)
& Show ALL folders

A bold folder name indicates that it is a parent folder (i.e. it has subfolders). You
must select the parent folder for processing in order to view and select its subfolder

(s)-
Available Folders Check All |  Clear All |

[ Calendar

[" Contacts

¥ Deleted ltems

—+ ¥ Contacts2
— ¥ New Falder
—+ ¥ Something
[ Drafts

¥ Inbax

[T Sent

[ Sent ltems

[ Tasks

Apply Changes | Close |

Check Mail Server For Folder Updates |

3. Inthe Available Folders section, check the box beside each folder you want GO!Notifylink to
monitor.
Read the following notes about selecting folders:

1  When Folder Mirroring is OFF, you can select any folder or subfolder for
synchronization. Mail from selected folders will sync to the device Inbox.

1 When Folder Mirroring is ON, you can select any folder or subfolder for
synchronization. Selected folders and mail from the selected folders will synchronize
to folders mirrored on the device.

9 If Folder Mirroring is ON, you must select parent folders in order to make subfolders
available for selection. You may select up to 100 folders.

1 If you select the Sent Items or Deleted Items folder, enable Folder Mirroring in
Control Options. Otherwise, sent and deleted items will all sync to the device Inbox.

4. Click the Check Mail Server for Folder Updates button. The folder monitoring list will be
updated after the next successful Mailbox check.
Update Folders initiates the processing of the full folder list, which includes detecting new
folders and deleting folders that have been removed. The update will occur during the next
Mailbox check. To view the updated list, you must exit the Folders screen and re-enter after
the next mailbox check. User the "Time Mailbox Last Checked" field in Statistics to check
this.

5. To save your choices, click Apply Changes.
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Filters

GOI!Notifylink Enterprise Server filters allow you to control what email synchronizes to your device. Filters
enable you to limit messages by monitoring key words in message fields including To, From, CC, BCC,
Subject, message body, and message importance.

NOTE: If an administrator has set up a global filter, it will take precedence over any filter you create.
Global filters, however, do not appear on your current filter list.

The filter tool consists of two pages: a Filter Management page and a Filter Creation page.

@Location: Select the Mailbox Properties tab, then click on the Filters button.

Create a Filter

Add Filter

Filter Name: |Cchc Filter

Filter Option: IHOld 'I

u The email came from: {ex: somebody@somewhere.com)

™ The subject of the email Contains:

™ The body of the email contains:

™ The email was sent to: {ex: somebody@somewhere.com)

Recipient Type: " To me W CC: to me

Hiah -

I” Importance:

™ Sensitivity:

Add Filter | Close

Logout |

. Select Mailbox Properties > Filters

. Click the New Filter button on the Filter

Management screen.

. Enter a Filter Name to identify this

particular filter.

. Choose the Filter Option:

Send the message if it meets this criteria.
Hold the message if it meets this criteria.

. Check the criteria you wish to use and

enter key word match phrases or addresses
where necessary. (See descriptions below.)

. To save the filter, click Add Filter.

GO!NotifyLink Client Web Guide

Mailbox Properties 10



Filter Criteria

Filters emails from the specified address. Enter multiple addresses separated by a
From space, comma or semicolon. If all of the addresses match, filter action is taken. You
may enter a partial email address. EX: Enter jdoe for jdoe @anywhere.com

Filters emails containing the specified word or phrase in the email subject field. Enter
Subject words separated by a space, comma or semicolon. Exact matching is necessary. If
you enter multiple words, all the words, in any order, must appear in the subject.

Filters emails containing the specified word or phrase in the email body. Enter words
Body separated by a space, comma or semicolon. Exact matching is necessary. If you
enter multiple words, all the words, in any order, must appear in the body.

Filters emails sent to the specified address. Enter multiple addresses separated by a
To space, comma or semicolon. If all of the addresses match, filter action is taken. You
may enter a partial email address. EX: Enter jdoe for jdoe @anywhere.com

Filters emails:

Recipient Type = Sent to me - filters email showing your email address in the TO: field
CC: to me - filters email showing your email address in the CC: field
BCC: to me - filters email showing your email address in the BCC: field

Importance Filterse mai | s with fAHigho i mportance.

Sensitivity Not currently available as a filter criteria.

Manage Filters

Filter Management

— Default Action
Choose the action to apply to messages that do not match

1. Select Mailbox Properties > Filters

2. Set a Default Action for messages to which

any filters. no filters apply. Choose:
Hold messages that do not match any of the
" Hold filters.
& Send Send messages that do not match any of the
filters.
~ Current Filters— _ CAUTION: Setting the default action to
Delete Filter Name Filter On Level 1 AHol do can severely |
O CcBec Filter 2 emails that are forwarded to a device,
especially when there are very few send type
filters.

Note: If no filters exist, the default action is
ignored and messages are sent to the
device.

Apply Changes New Filter... |

Close |

Logout |
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3. Manage the filters in the Current Filters list by performing one of the following actions:

1. Ch e c k Fitten ®nof bbeside the filter you want to turn on.

]:I;:“;gr] ona You can temporarily disable a filter by turning it off.
2. Click the Apply Changes button.
. . 1. Click on the filter name of the filter you wish to edit.
Edit a filter . . .
2. Change any of the filterds cri
3. Click the Apply Changes button.
1. Check Lavdd#d Abox i f you wa senhdfiteh e
Send as a ) . . .
forwards to give an audible alert when it arrives.
Level 1 .
notification 2. Click the Apply Changes button. _ .
Note: Level 1 alerts are not supported for ActiveSync devices.
Delete a 1. CheckDelete®e Mmox beside the filte
filter 2. Click the Apply Changes button.

Multiple Criteria Within One Filter
If your filter has multiple criteria, email must meet all criteria in order to filter.
SAMPLE Criteria:
Fromcontains fAjdoe@anydomain. net o
AND
Subjectcont ains fAwor ko

T h e e nreom Bn@l Subject fields must contain what is specified in order to filter.
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Wildcards Within Filters

The GO!Notifylink Enterprise Server supports the asterisk and question mark as wildcard characters.
Wildcard characters should be used with caution to avoid unintended matches.
1 Question Mark Wildcard i A question mark wildcard matches any one character in the place of the
qguestion mark.
1 Asterisk Wildcard i An asterisk wildcard character matchesany combi nati on or quant
characters in the place of the asterisk.
1 Multiple Wildcards 7 You can use more than one wildcard in a key word match.

Does NOT Watch

notify?.net notifyl.net, notify2.net, etc. | notify.net or notifyl2.net

notify.net, notifyl.net,

1 *
Notify*.net notify-tech.net, etc.

*notify*.net kb.notifylink.net, etc.

*notify?.net | Kb.notifyl.net kb.notify.net or kb.notify12.net

Multiple Filters

If you have created multiple filters, the filtering process follows a pattern of execution. If a message has made
it past the figat Emtool Optionstardany Blecksyau fpavenigsued, it then checks for
matches among the filters following the pattern outlined below:
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Message Filter Path

. Global Filters
D User Filters

YES

YES

YES

Meets criteria of
Level 1 Send filters

2

Meets criteria of
all other Send filters

Y

Meets criteria of
a Hold filters

GOI!NotifyLink Client Web Guide
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Block List

The GO!Notifylink Enterprise Client software gives you the ability to block specific email addresses from the
wireless device. You can reply to unwanted notifications by sending the BLOCK command. Future
notifications from that address will not be sent to your device until the block is removed. You can also
unblock the address from your device by issuing an UNBLOCK <address> command or by deleting the blocks

from the list here on the Client Web.
Note: The email Block feature is only supported on BlackBerry, Symbian Series 60, 3" Edition and
Palm OS devices.

Q Location: Select the Mailbox Properties tab, then click on the Blocks button.

Blocks CANNOT be issued from the Client Web, however, they can be viewed and deleted. To view or
delete an address from the list of blocked email addresses, follow the instructions below:

1. To delete a block, select the address you wish to delete.
2. Click the Delete button and answer Yes to confirm that you wish to delete.

Blocked Addresses

No Addresses Currently Being Blocked

Delete Close

Logout
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Signature

The signature is included on every original, reply, or forwarded message sent from your device.

Location: Select the Mailbox Properties tab, then click on the Signature button.

1. Enter the text of the default signature.
2. Click Apply Changes to save the entry, then Close to exit.

Insert the following signature on all outgoing mail (500 characters max).

John Dog, CEO -]
ABC Company
jdoe@anydomain.net

[

Apply Changes Close |

Logout |
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General Options

GO!NotifyLink a
3 . .
Configuration Notification ON
Mailbox Properties General P4
Format
Design your own message notification -
format.
Control
\ :gril‘:irtc‘)’l-your message notification
Device
@ View your device properties.
Security -
| Manage your security options.
Statistics
\& View your statistics.

View Online UserGuide - Email Support

Format

Format options enable you to select the information you wish to include in the mail message notifications that
are synchronized to your device via GO!NotifyLink. There are options to include message header, recipient
and attachment information.

Location: Select the General tab, then click on the Format button.
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Format For: dd

—Attachment Format Options

[~ Send attachment to the device

[T Sync ICS Attachments as Calendar Events

—Attachment Descriptors
" Send No Attachment Info

" Number Of Attachments
*  Attachment Names

[v  Attachment Size

~Recipient Information

¥ Recipient Type

v List of Recipients

Apply Changes |

Notification Body Format

Close

Logout I

1. Select General > Format.

2. Determine how attachments will synchronize. There are several choices.

1 Send attachments.

- Check the box beside Send attachments to device

- Check Sync ICS Attachments as Calendar Events (optional) to allow meeting

invitations from outside sources.

Facts about sending attachments to the device:

Invitation is received as an .ics file attachment.

- Attachment Names and Sizes are automatically sent along with the attachment.

- You cannot enable Smart Retrieval, which limits message body size. (See the Control
Option rules.)

- More bandwidth is used.

- Attachment support is device dependent.

1 Send Attachment Descriptors rather than the attachment itself.

-Leave the Send attachments to device box unchecked.

GO!NotifyLink Client Web Guide
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-Select which Attachment Descriptors will be sent in lieu of the attachment: Number of
Attachments or Attachment Names (Attachment Size is sent automatically with either
option).

Display the number of attachments associated with the email message.

Number of Attachments Attachment Size is automatically sent with this option.

Display the names of attachments associated with the email message,
Attachment Names  but do not send the attachment(s). Attachment Size is automatically sent
with this option.

Display the sizes of attachments. Attachment size is automatically sent if

Attachment Size you choose Number of Attachments or Attachment Names.

1 Send no attachments and no attachment information.
-Leave the Send attachments to device box unchecked.
-Select the Send No Attachment Info option under Attachment Descriptors.

3. Check the Recipient Information you wish to include in the message notification.

Recipient Type -Added to an email notification if the user is listed in the Cc or Bcc field.
Type is not included if the user is listed as the recipient in the To field.
List of Recipients -A list, in addition to the original email notification, is sent to the device

showing the email addresses of recipients in the To and Cc fields. The
recipient list has a limitation of 2000 characters.

4. Choose how you want the message body to appear. Click the Notification Body Format button at
the bottom of the Format page.

Notification Body Format
Notification Size - Select the settings for

email body Notification Size. Choose to
— Notification Size send the full body or specify a size
between 1,000 and 30,000 characters
" Send the full body in one chunk to the device. (default: 18,000) to limit the size of the email
e Secelas ok ofthe Viodly s i ey IWZ' notifications sent to the dev-lcg |
character notification size. MORE Command - If you limit the email
body size, select an additional amount that
 MORE Command you can request (using the MORE
" Use my notification size of 18000 characters. command) when long messages are
% Use the maximum notification size of 30000 characters. truncated. Choose to send another chunk,
the same size as the notification size, or the
maximum 30,000 characters.
Apply Changes Close
Logout
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Control

Control Options give you the ability to:
1 Configure messaging options to control the Email traffic going to your device.
1 Configure tracking, error messages, and response history.

re

Control Options

— E'Messaging Options

-

-

r

-

1 Enable/disable PIM processing.

Location: Select the General tab, then click on the Control button.

1. Select General > Control.

2. Configure Messaging Options to control the Email traffic going to your device.

Configure email messaging options.

Notification ™ ON ¢ OFF

Synchronize All Mail

All messages, read and unread, will be sent to your device.
When this is not checked. only new unread mail will be
sent to your device.

Synchronize Message Changes

When a message is marked as read or unread, or when a
message is deleted, this change will be synchronized with
your device.

Enable Smart Read Status

When a message is marked as read or unread before the
device has retrieved it from the server, the message status
will be updated instead of sending a new notification.
Enable Smart Delete

When a message is deleted before the device has retrieved
it from the server, the message will not be sent to the
device.

This option may be beneficial for device semvice plans that
do not offer unlimited data transfer

Enable Folder Mirroring

Mirrors to the device the mail folders that are selected for
processing. If unselected, all mail is stored in the Inbox on
the device. Enabling this option will automatically enable
the Synchronize Message Changes option.

All currently selected folders that are not top level will be
unselected. Use the Folders page to select the folders to
be mirrored.

Smart Retrieval - Limit body size to: ITDDUU characters
When this value is off, each new mail message will be
pulled from the server in its entirety. When the value is
turned on, you may limit the amount of message body that
is read from the server.

This feature cannot be enabled if support for attachments
is ON.

Message Availability - |3U days

The amount of time a message is available to the user for
replies or forwards from the device.

Messages are not deleted from the device when they
expire.

Notification ON / OFF Use this option to turn emalil
processing on or completely shut it off.

Synchronize All Mail Check if you want all read and
unread messages sent to your device. Leave unchecked
if you want only new unread mail sent.

Synchronize Message Changes Check if you want
message changes sent to your device. Messages are
marked as read or unread or deleted messages are
synchronized.

Enable Smart Read Status Check to enable. When a
message is marked as read/unread before the device
has retrieved it from the server, the message status is
updated instead of sending a new natification.

Enable Smart Delete Check to enable. When a
message is deleted before the device has retrieved it
from the server, the message is not sent to the device.

Enable Folder Mirroring Check to enable. When
enabled, allows email folders selected for monitoring to
be mirrored on the device. Enabling this option will
automatically enable the Synchronize Message Changes
option.

Smart Retrieval Allows you to limit the quantity of the
email message body pulled from the server. If left
unchecked, each new mail message is pulled from the
server in its entirety. (Can only be enabled if support for
attachments is OFF - See Format.)

Message Availability Enter the amount of time (157 180
days) a message is available for replies/forwards from
the device. Note: Messages are NOT deleted from the
device once they reach the expiration date.
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3. Configure tracking, error messages, and response history.

Control Options
Track Notifications Check if you want to track

® Messaging Options — L notifications for every email and PIM addition,
Configure email messaging options. . . -
change, and deletion sent to your device. This is

— E'Tracking/Errors :
Configure tracking, error messages and respense history. usually enab,IEd by technical support staff, for

™ Track Notifications troubleshooting purposes only.
Iﬁcrga" select this box to track notifications to your Track Device Mail Check if you want to track mail

¥ Track Device Mail sent from a device, including original email, replies,
Track originations. replies. and forwards from your device. and forwards. Notifications are stored in the Sent

I~ Send Error Messages temsf ol der of a userés col
If any errors are encountered, the error messages will be Default Setting for this rule is ON (recommended)_
sent back to your wireless device.

I Include Response History Send Error Messages Check if you want error
Replies to your messages will contain the original messages to appear on your device when various
message body in your notifications.

device processes fail. Error messages appear in the
‘ device mail folders with a red X. Note: This option is
not available for ActiveSync devices.

#PIM Options
r Configure PIM processing.

Apply Changes Close | Include Response History Check if you want replies
to your messages to contain the original message

Logout | body in the notification.

4. Configure the PIM Option.

Control Options Use the Enable PIM Processing checkbox to turn

PIM processing on or leave it unchecked to
completely shut it off. You must also have the
individual PIM types enabled under Calendar,

# Messaging Options— — Contact, or Task Sync Rules.
Configure email messaging options.

 Tracking/Errors TIP: To enable just one or two types of PIM
Configure tracking, error messages and response history. | synchronization (calendar, contact, or task):
='PIM Options Enable PIM here in the Control Option Rules, then

SITILE S L IR use the Calendar, Contact, or Task Sync Rules to
¥ Enable PIM Processing

Use this checkbox to tun PIM processing on or di sa b e the individual Pl
completely shut it off. synchronized.

Apply Changes Close |

Logout |
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Device

Use the Device page to change device properties, or register the device for use with eWord or eCell
(BlackBerry users). You can also view your GO!NotifyLink license number and authentication password from

this page.

@ Location: Select the General tab, then click on the Device button.

Device Properties

—Device Infor

PIN: |0123456?89
Alias: I
Device: IEIIackElerry.r Phaone 'l

Senice Program: |El|ackElerr3.r Phaone (nlpoll_notify_net}j
Time Zone: |America j ;’lNew_York (GMT -05:00) j
License: 8220060608839280-472

Apply Changes | Close |

Synchronize Device |

Logout |

BlackBerry Devices with GO!NotifyLink app

Device Properties

Device Information
Alias: 3301123581
Device: Android Native Device v

Since you are switching devices, verify that the PIN/Alias
fields have the correct information for the new device.

Senvice Program: ActiveSync Device (nlpoll.notify.net)
Time Zone: America v | New_York (GMT -05:00) v
License: 0710020906240020-1848

Authentication Password:  password

Reload Device
A reload removes existing data from the device and replaces it with data from the server. Select the

types of data you wish to reload and click "Reload Device”.

[~ mail ["| Contacts
["| Calendar [1Tasks
Apply Changes ] [ Close J

( Clear Registration ]

ActiveSync Solution Devices
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1. View or edit the following information:

(Personal | dent i f i c a tdigioBlackBarrynRiNar J0-digithdevicas s

PIN phone number.
Alias Identifies a device during registration and when it sends messages to the server. Can
be the userés device phone number or fii
Device Select the wireless device being used. If you are switching devices, update the

PIN/Alias fields as well

Service Program | Select the wireless carrier.

Time Zone | Select the time zone in which you are using the device.

License | The GO!NaotifyLink license that applies to this account. This is a view ONLY field.

This is a view ONLY field, however, it may not be displayed at all if the administrator

Authentication | has blocked the display for security reasons. This is the password that the device
Password | uses to authenticate to the GO!NotifyLink Web/HTTP server when it retrieves

messages. You can change the Authentication Password from the Security page.

This option appears for ActiveSync Solution device users ONLY and is not supported
at all for Symbian S60,3 devices. Reloading forces a new initial synchronization with

. the server, removing all items of a given type (mail calendar, contacts, tasks) from the
Reload Device | device and downloads them again from the server. This is intended for use as a
troubleshooting tool.

Choose the item type(s) to reload and click the Reload Device button.

2. Use the Synchronize Device button to resend registration messages to your device. This needs to
be done when the device needs configuration information from the user account on the server.

Some examples of when this might be necessary are:

1 Your account has been deleted on the device and you need to reestablish connection with
the server by reregistering.

1 There has been a change in the IP address of the GO!NotifyLink Enterprise Server or the IP
address has been changed to a domain name.

1 Your GO!NotifyLink account has been moved to another server.

ActiveSync users will have a button labeled Clear Registration in place of the Synchronize Device
button. Use this button to clear the unique identifier stored for the ActiveSync device registered to
your account. Clearing this registration information will allow the device to attempt a reconnection
and send updated information to the server. This might be necessary if you have changed devices.

3. Click Apply Changes to save any changes made to the information on this page.
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Security
The Security rules allow you to configure several layers of the GO!NotifyLink security system.

Message Content Encryption

Message/PIM content encryption is one of several layers of security incorporated into the
GO!NotifyLink system. It serves to keep natifications private and foil the attempts of Internet
eavesdroppers. When a message is retrieved from the mail server it is encrypted before passing to

the wireless device. When it reaches the device it is decrypted and placedint h e d elnboxc €hé s
reverse is true as well. Messages originating from the device, including replies and forwards, are
encrypted before leaving the device and decrypted at the GO!NotifyLink Enterprise Server.

The GO!NotifyLink Enterprise Server and Enterprise Client support both AES and Triple DES
encryption algorithms. Each is an effective encryption method for protecting data in motion.

Authentication Password

The authentication password verifies the identity of the user/device at registration and at every
synchronization session, providing a layer of security from the device to the GO!NotifyLink Web/HTTP

server.

¥ Location: Select the General tab, then click on the Security button.

Security Settings Device Security

—Encryption Settings The following command buttons should only be used in the event that your
e g device is lost or stolen, in order to delete or protect your data.

Encryption Key Rules:

[ Remove Mailbox ] This will remove the current mailbox information
¥ Enable encryption for this mailbox from your device.
. I—_,' Clear Device WARNING: This will remove all data from
Encryption Type  |AES [ ] your device, including contacts, calendar
. - and tasks. This will also lock your device so
Encryption Key |aa3jhd51PtQOKBWuU wlylB2u that a password is required in order to access it.
Generate New Key [ Clear Device and Cards ] WARNING: This will remove all data from

your device and from any SD cards that are
inserted into the device. This will also lock
your device so that a password is required in
order to access it.

For devices running MNotifyLink client v4.6 or greater with AES encryption, the
encryption key must be 32 characters in length. Otherwise, it must be 24
characters.

Last Clear Device
Sent to the device on: 2012-04-24 16:17:34
Retrieved by the device on:  2012-04-24 16:17:57

Key Synchronization Rules:

& Automatic Key Synchronization

Encryption key will be automatically synchronized to device

" Manual Key Synchronization Apply Changes ] [ Close ]

Encryption key must be entered manually on device

— Device Authentication Seftings

Device Authentication
Password:

Confirm Password: |""""

Generate Random Password |

Email Password |

The Device Authentication Password must be & characters in length, and
can only contain the characters A-Z, a-z, 0-9, and the following: #* () -

+7T@rl, .
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1. Select General > Security
Encryption Key Rules
2. Check the box under Encryption Key Rules to Enable encryption for this mailbox.
3. Choose the Encryption Type: AES or Triple DES.
The encryption rules only apply if the encryption type is supported for your device. A 32 byte
encryption key is automatically generated when your device is registered.
4. Under Key Synchronization Rules choose whether encryption key should be automatically
synchronized to (recommended) or manually entered on the device.
Device Authentication Settings
5. You can create a new authentication password. Generate a random one or enter one manually.
Caution: If you are making a change to the password after you have registered your device, make
sure you change the password on the device too. The password on the device must match the
password on the server. Change the password on your device from GO!NotifyLink Preferences >
Security Settings > Authentication Settings.
Device Security
6. Inthe event that your device is lost or stolen, you can remotely enforce security options on the device
in order to protect the data. Use one or more of the following options:
Removes your mailbox account from the device and puts the device in
a pre-registration state.
Removes all GO!NotifyLink application data from the device, including
Clear Device messages, contacts, calendar and tasks. The device will lock requiring
the password for access.
Removes all GO!NotifyLink application data from the device and from
any SD card that is inserted into the device. This includes all
messages, contacts, calendar, and tasks. The device will lock requiring
the password for access.

Remove Mailbox

Clear Device

and Cards
Note: Any file on the card that is in use or is read-only will be skipped
over and left on the card.
This option appears, instead of the three above, if the device
. associated with your account is an ActiveSync device. The specifics
Remote Wipe

of how Remote Wipe operates may vary by the model and operating
system version of the device. See device user guides for details.

The page also displays when the last Clear Device command was sent to the device and when the
device received it. The success of the remote commands depends on timing and whether the
wireless device connects in order to receive the message. This information can give an idea of
whether or not the command was successful.
NOTE: Always notify your administrator when a device has been misplaced. Best practice, in
addition to using the remote commands, is to remove your user account from the
GO!NotifyLink server to ensure that no further data gets to the device.
7. Click Apply Changes to save any changes made to the information on this page.

GO!NotifyLink Client Web Guide General Options 25



Statistics

Statistics provides user statistics for your account concerning Email and PIM poll cycles, such as
processing times, data quantity, and processing results and error codes. You will also find device statistics,
such as model, software versions, battery status, available memory, network type, and synchronization times.

This is a good tool for troubleshooting as it allows you to view past poll cycles or refresh the display for the

most current statistics.

\& Location: Select the General tab, then click on the Statistics button.

At Show Statistics for:, select a poll cycle range from the drop-down list.
Select: Past Poll Cycle, Past 30 minutes, Past hour, Past 2 hours . . . Past 8 hours

User Statistics For: dd

ClientDevice SAKey: 453698 View Error Codes
Notification: ON
User Added On: 2012-01-10 10:09:37

Show statistics for: |Past Poll Cycle v

Email Statistics
Time Last Message Sent to Device: 2012-01-16 15:20:05
Last Device Command: Notification

Number of Characters Sent to Device: 65

Time Mailbox Last Checked: 2012-01-18 13:11:18

Result: Mailbox checked successfully
Number of Emails Found: 0

Number of Emails Sent: 0

PIM Statistics

Calendar Tasks Contacts

New 0 0 0
Changed 0 0 0
Deleted 0 0 0
Load Total -- -- --
Last Calendar Result: Success

Last Contact Result: Success

Last Task Result: Success

PIM Cycle Start Time: 2012-01-18 13:11:11

PIM Cycle End Time: 2012-01-18 13:11:11

User Statistics page

Device Statistics
GO!NotifyLink Version: --
OS Version: --
Device Type: Unknown
Device Model: --
Device Pin: --
Phone Number:
Battery Status: --
Free Memory: --
SD Card Status: N/A
Network Type: --
Roaming: No
Signal Level: --

Last Sync: 2014-03-05 11:29:29

Refresh
Logout

User Statistics page (continued)
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Note: New ActiveSync user accounts will begin to show statistics as soon as the account is added.
Users with the GO!NotifyLink for BlackBerry app will not show statistics until the device is registered.

Note: ActiveSync devices do not synchronize all user statistics information.

These fields will always be blank These fields show information that is not updated

Network Type Tasks(wi Il I display 606 if the
GOI!NotifyLink Version Roaming( al ways displays 6Nob)
Phone Number Device Type( al ways di splays AaUnkI

Free Memory

Signal Level Android devices with TouchDown™ display the
Battery Status following information differently:

Device PIN OS Version i displays the TouchDown OS version

Device Modeli di spl ays 6TouchDowné

These are the statistics displayed in the Users Statistics list:
Email Statistics PIM Statistics Device Statistics

Time Last Message Sent to Device New - Quantity of new PIM items | GO!NotifyLink Version i NL device
(calendar, contacts, and tasks). client version

Last Device Command - Displays the OS Version T device OS

last command sent to the device. Changed i Quantity of changed | Device Type
PIM items (calendar, contacts, .
Device Model
and tasks).
Number of Characters Sent to Device PIN i BlackBerry PIN

Device 1 Displays the character size

of the last message notification sentto | Deleted i Quantity of deleted Phone Number

the device. PIM items (calendar, contacts, Battery Status i percentage
and tasks). Free Memory T in bytes
Time Mailbox Last Checked SD Card Status i In Use / NA
Last Calendar/Contact/Task
Network Type
Result
Result - Displays the result of the last Roaming i Yes/No

check for email. If an error message
displays, cl i ck on t he | PIMCycle Start Time/End
Codes6 | ink at the t|Time Signal Level i The current signal
find out what the code means. level of the device.

BlackBerry Devices i Signal is
measured in dBMs ranging from d-
Number of Emails Found 120 to -40. Numbers closer to 0
indicate a better signal.

Pocket PC Devices i Signal is
Number of Emails Sent displayed as a percentage. (Not
available for WiFi/Wired Pocket PCs
or Smartphones.)

Last Sync i Time of last
synchronization by the user.
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PIM Options

GO!NotifyLink Configuration @ Notification ON

Mailbox Properties General PIM

Calendar

/ ) Control your calendar sync settings.
Contacts

V Control your contact sync settings.

Tasks

A .
v Control your task sync settings.

View Online UserGuide - Email Support

Calendar

The Calendar Sync Settings allow you to enable calendar synchronization, set a synchronization range for
your calendar events, and configure control options associated with the Calendar.

<

ol

‘Location: Select the PIM tab, then click on the Calendar button.
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Calendar Sync Settings

—Calendar Control Opti
v Synchronize Appointments With Device

[V Send Meeting Invitation Messages To Device

Delete Invitations From Device: INone j

™ Delete Declined Meetings From Server
Applies to Sun and Sun CalDAV servers only.

™ Delete Cancelled Meetings From Server and Device

Applies to Sun CalDAV servers only.

I” Filter Meeting Response Emails From Device
Applies to ActiveSync devices only (excluding web0OS).
The Filter Meeting Response option suppresses meeting

response emails sent directly from the device. However, the
meeting organizer may receive an email from your PIM

1. Select PIM > Calendar

2. Synchronize Appointments With

Device. Check this box to enable
calendar synchronization from the server
to your device.

NOTE: Enabling calendar
synchronization will not work unless
you have PIM synchronization enabled
in the Control options.

. Send Meeting Invitation Messages To

Device. Check this box to enable sending
a notification to the device Inbox that

server. The organizer will still receive a calendar update. ,
all ows the user to ¢

meeting. If disabled, the event is
synchronized to the device calendar, but
no notification is sent to the Inbox.

Calendar Time Zone:

America | 7 New_York (GMT -05:00) vl

This time zone is only used if one is not specified with an appointment.

Synchronization Range

| week(s) before today. (Jan-18-2012)
26 x| week(s) from today. (Jul-17-2012)

4

0

Apply Changes I Close |

Choose Calendar Folders l

Logout

4. Delete Invitations From Device. Choose the condition(s) under which meeting invitations are deleted
from the device Inbox.

No All invitations remain in the Inbox.

Only Accepted Only accepted meeting invitations are removed from device Inbox.

Only Declined Only declined meeting invitations are removed from device Inbox.

Only Tentative Only tentative meeting invitations are removed from device Inbox.
Accepted/Declined Accepted/declined invitations are removed; Tentative invitations remain.
Accepted/Tentative Accepted/Tentative invitations are removed; Declined invitations remain
Declined/Tentative Declined/Tentative invitations are removed; Accepted invitations remain.

All Responded Any meeting invitation to which user has responded is removed from the device Inbox.

Note: The recommendation for ActiveSync users is to u s &l Responded. 0

5. Delete Declined Meetings From Server. Sun users may check this box to send a delete notice to the
server for meeting invitations they have declined on the device.

6. Delete Cancelled Meetings From Server and Device. Sun CalDAV users may check this box to send a
delete notice to the server and device for meeting invitations that have been cancelled
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7. Filter Meeting Response Emails From Device. Users operating on ActiveSync devices can check this
box to suppress the meeting response email sent directly from ActiveSync devices to the meeting
organizer. If enabled, the device will send only a calendar update to the organizer. (Some mail servers
also send a response email to the organizer. Checking this box eliminates duplicate notices for the

organizer.)

8. Set the Calendar Time Zone. This is the time zone used when one is not specified with an appointment.

9. Set the Synchronization Range. Specify number of weeks prior to today and number of weeks from
today. The server will only send calendar items to the device that are within the time range specified. A
recurring calendar item, however, will be sent to the device as long as one occurrence is within the range.

Weeks before today Choose from 0 to 104 weeks Defaultis 0 weeks
Weeks from today Choose from 1 to 104 weeks Default is 26 weeks

10. Choose Calendar Folders. CommuniGate Pro users may choose a default calendar folder. Click the

Choose Calendar Folders button.

Choose Calendar Folders

Calendar Folder Selection For: ac

Available Calendar Folders
Choose the calendar folder(s) that you would like to use when doing
calendar synchronization.

[v] Calendar

[¥] Second Calendar

[T] Third Calendar

Choose your default calendar folder. This calendar folder will receive
new and changed calendar events from your device.

Calendar .

Apply Changes ] [ Close

Choose Calendar Folders is supported for users
interfacing with the following servers: CommuniGate
Pro, Exchange, GroupWise 7 or 8, Kerio, Scalix
CalDAV, Sun, and Zimbra.

1. Click the Choose Calendar Folders button from
the Calendar Sync Settings page.

Select the calendar folders to synchronize.

3. Users with the GO!NotifyLink for BlackBerry
application, choose the default calendar folder

from the drop down list. This is the calendar folder

that receives new and changed calendar events
from the device.

4. Click the Update Calendar Folders button to
save your changes and Close to exit.
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Contacts

The Contact Sync Settings allow you to enable synchronization for your contacts. If multiple Address Books
are supported in the collaboration suite, you can choose which Address Books to synchronize.

Contact Categories. Collaboration suites that support multiple Address Books use the address book names
to map to device contact categories. For collaboration suites that do not support multiple Address Books, a
contact category from the server is mapped to the device contact category. See Choose Address Books

below.

If a contact is added to the device with a specific category, it is synchronized to the category/address book of
the same name in the collaboration suite. If a category/address book of the same name does not exist, it will

be created.
A category you create on the device is not synchronized to the server until you add a contact to that category.

\,,»,- Location: Select the PIM tab, then click on the Contacts button.

Contact Sync Settings

vl

Contact Control Options

Synchronize contacts with the device.

Display name format for contacts from
device:
| Apply Changes | ‘ Close

First Last
Last, First

|

Choose Address Books

. Select PIM > Contacts
. Synchronize contacts with the device.

Check this box to enable contact
synchronization from the server to your
device.

NOTES:

9 Enabling contact synchronization will
not work unless you have PIM
synchronization enabled in the Control
options.

9 Contact synchronization is supported
on BlackBerry devices with BlackBerry
OS 4.1 or higher, operating on
GOI!NotifyLink device client version
4.0.3 or higher.

. Display name format. Choose how contact

names created on the device will display on
the server: Device Default; First Last; or Last,
First.

. Choose Address Books. If supported by

the collaboration suite, users may choose to
synchronize multiple address books to the
device. Click the Choose Address Books
button.

GO!NotifyLink Client Web Guide

PIM Options T 31









