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IS SSL Setup

1. Pre-configuration requirements

Before configuring 11S for SSL you must assign a domain name to the server that is running IIS.

2. Create an SSL certificate request

Open the IIS Manager and expand the Websites tab. Right click the website that you are installing the SSL
certificate for and select Properties.
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In the web site properties box, select the Directory Security tab, and press the Server Certificate button.
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This starts the Web Server Certificate Wizard, press the Next button at the welcome screen.
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Select the option to prepare the request, but send it later, and select the Next button.
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Enter a name for the certificate, and select a bit length for the encryption key.
NOTE: Itis recommended that you select a bit length of 1024 or larger for the encryption key.
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Enter the Organization name and Organization unit that the certificate is for and select Next.

NOTE: These values will be displayed on the certificate and cannot be changed once the certificate has been
created. Make sure these are spelled correctly and reflect the values you want before proceeding.
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For further information, consult certification authority's Web site.
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Enter the Common name to be used on the certificate. This must be the domain name that you set up for the
server during the pre-configuration stage.

NOTE: The domain name on the certificate must match the domain name of the server or the SSL handshake
will fail. You cannot change the domain name on the certificate once it has been signed. Ensure that this is
the Common name you enter is not misspelled and has the correct value.
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Enter the Country/Region, State/Province, and City/locality to be displayed on the certificate and select Next.

NOTE: These values cannot be changed once the certificate has been signed. Ensure that the values you
entered are correct before proceeding.
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Enter the directory and filename where the certificate request should be saved, and select Next.
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A summary of the certificate request will be displayed, if all of the information is correct select Next.

NOTE: None of the information on the certificate can be modified once the request has been created. Ensure
that all of the values are correct before proceeding.

I Internet Infof Test (Stopped) Properties 21 x| =101 x]
€9 Eile  Acti -\ x
”—_m Web Site l Performance | ISAPI Filters | Home Directory l |—l—l—|
€] y
i.g Internet Infc Heq\l{]e:L File ﬁummaly 5 Status
-5 TESTBOX 'ou have chosen to generate a request file. @
- _) Appli Y
=) Web
[} 3 C Ta generate the following request, click Next.
® | File name:  c:‘documents and settings\administrator\desktophcertreqgtest.tat
#-_J web
‘Your request contains the following information:
Issued To ssl.ntouchalways.com
Friendly Name Test
Country/Region us
State / Province Ohio
City Canfield
Organization Naotify Technology Corporation
Organizational Linit Research and Development
< Back Cancel I
J
4 I »
,7 OK Cancel | Apply | Help I = ﬁ—l

The certificate request will be saved in the directory that you specified in the wizard — you will need to get this
certificate request signed by a Certification Authority before you can install it on the website. The certificate
request in base64 encoded in a text file — you can open this file with notepad.

E'. certreq_test.txt - Notepad
File Edit Format View Help

|-----BEGIN NEW CERTIFICATE REQUEST-----
MIIDATCCAT4CAQAWGZKXCZAIBONVBAYTAT VTMQOWCWYDVQQIEWR PaG 1 wMR EWDWYD
VQQHEWhDYWSmawy's ZDEnMCQGALUEChMdTM20awzZ5 IFR1 Y2 hub2xvZ23kgQ2 9y Gy
VXRpb24x ITATEQNVBASTGF 11 Cc2VhCmNOIGFUZCBEZXZ 1 bGowbwWUdDEAMBSGALUE
AXMUC3NSLMS 0b3VjaGFsd2FScyS jb2 0wgZ8wDQYIKoZIhvcNAQEEBQADQYOAMIG]
AOGBAPIhbhAThZ9eES 3 TAZCjgUi EaUWp]is04BgNWU+USD jQ7CEPFeLNOFd] JUFW
$eQ//QtrllDbSZLTSyIgQYNCECCIUZhz4lsrFkéellcdtefmzpgmugwkl freC2rz/B
yx0gy0OH,/A3KEQQZKPLQTro7xqSs jk1DIG] pLL3 2 aguwie FLEMHAQMBAAGQQAGZMEOG
Ci5GAQQEQJCNAGMXDBYKNS4yL jM30TAUM jB7 BQOrBQEEAY I3 AQEOMWOWAZAOBONY
HQSBATSEBAMCEBPAWRAYIKOZIhVCNAQKPBDCWNTADBQgghkiGOWODAQICATAWDOYT
KoZIhvCNAWQCAGCAMACGESSOAWIHMAOGCCQGSIb3 DQMHMBMGALUDIQQMMAOGCCSG
AQUFBWMBMIHSEQOrBQEEAYI3DQICMYHUMIHrAQEBHT 0ATQBPAGMACgBVAHMAbBWEM
AHQATABSAFMAQOAGAFMAQWEOAGEADQBUAGUADAADGAEMACQES AHAADABVAGCACOEh
AHAAIABPAGMATABQAHIADWE2 AGKAZAB T AHID QY KAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAASAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAASAAAAAAALA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAADANBOKQhK T GOIWOBAQUF AADBQQCPSSrgLgED
FLVTRWIWVF DEQU40WSS FQUKOXR FXQjBICHNXECUPhMObuSdI IMMT7Fkj3wWi 101 DEqQ
SRXEPOOLUZT/X1IRYYGRh3vr FywtTRE8028T6MQSsY21n1S1E4dby71JETFNWShC]
Pr+ZSwNsGr4co4biVOIRXuUwW2 ygATS0UsSOg=—

----- END NEW CERTIFICATE REQUEST-----

GO!NotifyLink

IIS SSL Setup 8



3. Signing the Certificate Request

You will need to select a Certification Authority to sign your certificate request. The instructions for submitting
the certificate request vary depending on the Certification Authority that you choose. Most of them will have
you copy and paste the request from the file the request is stored in to their webpage. It will usually take a
couple days to verify your identity before the Certification Authority will send you the certificate to install on
your server. The file that the Certification Authority gives you will end in a .cer extension, when you receive
this file save to a directory that is accessible from the server running IIS and proceed to step 4.

4. Installing the signed certificate

Right click the website that the certificate is to be installed on and select Properties.

NOTE: This must be the same website that you created the certificate request for.
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In the website properties dialog, select the Directory Security tab, and select the Server Certificate button.
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< Ble action webSte |  Performance | ISAPIFiters | Home Directory |
& = | fl?E Documents Directory Security I HTTP Headers | Custom Errors
‘,,l Internet Inform - aythentication and access control
B 'i' TESTBO}FZ’ Enable anonymous access and edit the
_J Applica w authentication methods for this resource.
BJ Websil 27,
® g Def
B Tes IP address and domain name restrictions
- _J Web Se y
Grant or deny access to this resource using
1P addresses or Internet domain names.
Edit... |
I~ Secure communications
Require secure communications and i
enable client certificates when this server Certificate:, E‘
resource is accessed. 3 =
View Certificate. .. |
Edit... |
K
,7 OK Cancel I Apply | Help I

=10l x|
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] Status

Select Next at the welcome screen, and select the option to Process the pending request and install the

certificate, then click Next.

Test (Stopped) Properties 21| =10l x|
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M ‘Web Site | Performance | ISAPI Filters | Home Directory | |""l§'|'—I
R MNSIN 1 certificate wizard ] x|
Fj Internet Infc.  Pending C;elliﬁcﬁle Requesl' ) o Eratus
A pending certificate request is a request to which the certification
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=) Web
3 C A certificate request is pending. What would you like to do?
[ T
) Web (% Process the pending request and install the certificate
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Enter the path and filename of the .cer file that you received from the Certification Authority and select Next.

T Internet InfofTest (Stopped) Properties .
r | .
"4 Eile  Action webSte |  Performance | IsaPIFiters |

P corvrcore wird

Home Directory |

21x|

=10l x|

JREDS

x|

i_—j Internet Infc Pro
=58 TESTBOX
) Appli

cess a Pending Request
Process a pending certificate request by retrieving the file that contains
the certification authority's response.

<5

Y

=) Web

i C
1

_J Web

Enter the path and file name of the file containing the certification authority's response.

Path and file name:
IC:\Documen!s and Settings\administrator\Desktop\certnew_test.cer Browse... I

btatus

] —
—

OK

Cancel

Enter the ssl port for the website — this should be 443.

NOTE: If you specify a port other than 443, you will need to specify a port in the URL of any pages on the
website when accessing them with https. Your GO!NotifyLink devices also require that https uses port 443.

20| -loixi
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g Ble Acion webste | Performance | ISAPIFiters |  HomeDirectory | [—lﬂ—l
) |
&5 Tnternet 1nfc SSL Port Stat
é ‘fl TESTEON Specify the SSL port for this web site. @ Pt
~J appi R
) Web
3 C
T : >
2J wWeb SSL port this web site should use:
mE
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4 I »
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A summary of the certificate will be displayed — verify that all of the values displayed on the summary screen
are correct and select Next.

Test (Stopped) Properties i i1 21| =10l x|
g Fi i = X
M Web Site | Performance | ISAPI Filters | Home Directory | |—‘§'I—]
RSl 15 ceruicate wizard—— ——— —
S Internet Infc Certificate Summary i
é‘_ 'E' TESTEOX You have chosen ta install a certificate from a response file. ® P
Y
_,_) Appli \r
) Web
: 8 C To install the following certificate, click Next.
- 1
) web File name: C:\Documents and Settings\administrator\D... \certnew_test.cer
Certificate details:
Issued To ssl.ntouchalways.com
Issued By Notify Technology
Expiration Date 6/18/2005
Intended Purpose Server Authentication
Friendly Name Test
Country/Region us
State / Province Ohio
City Canfield
Organization Notify Technology Corporation
Organizational Unit Research and Development
Cancel I
J
4 | »
'— OK Cancel | Apply | Help | = I_——J
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5. Configuring SSL Options

You can configure SSL options differently for each, page, virtual directory, or web site in [IS. To configure
SSL options, right click the page, virtual directory, or web site and select properties. On the properties dialog
box, select the Directory Security tab and then select the Edit button under Secure Communications.

To require SSL, select the box to require secure channel (SSL) — this will disable non-SSL requests.

You can also set up this page to require client certificates. Client certificates require that the person
accessing the site has an SSL certificate that you set up in 1IS as trusted. The GO!NotifyLink device client
does not support client certificates.

T Internet Info{pefault Web Site Properties: B 2] =10l x|
s F i %
M Web Site | Performance ] ISAPI Filters I Home Directory ‘ =181
& = | [EZ Documents Directory Security l HTTP Headers | Custom Errors
T corc Communicotions || fosorvae T
-5 8 TESTBOX2: e . #
&3 Appica 1 Require secure channel (S5L);
=) Web Sil ™ | Require 128-6it encryption
-8 Def
- ) webSe [ Client certificates
' Ignore client certificates
" accept client certificates
€ ‘Require client certificates
1) I Enable client certificate mapping
o Client certificates can be mapped to Windows user
accounts. This allows access control ko resources using =
client certificates. Edi. I
[ Enable certificate trust list
Current CTL; I %
i [ew I Editi.. I
4 | oK I Cancel | Help | J _’]
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